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PerinamMeHT no 3amycky H 0GHOBJICHHIO AHTHBHPYCHOT0 IIPOrPAMMHOTO 0(ecTeyeHust

B kauecTBe MCTOUHMKA Yrpo3 HUH()OPMAIMOHHOM OE30IMaCHOCTH MOXKEeT BBICTYIATh YeJIOBEK
00 rpyiima HIOI[eﬁ, a TAaK)XC HCKHEC, HE3aBHCAIIHNE OT ACATCILHOCTH YEJIIOBEKA, IPOSBJIICHUSI.
Mcxons u3 5T0ro, Bce HCTOUHUKH YTPO3 MOKHO pa3ieMTh Ha TPU TPYIIIIBL:

e  Yenoseueckuii ¢axrop. J[laHHas rpynna yrpo3z cBsi3aHa C JACHCTBUSIMU 4eJOBEKa, MMEIOLIErO
CaHKLIMOHUPOBAHHBINA MJIM HECAHKUMOHUPOBAHHBIN JOCTYT K MH(POPMALMHU. YTPO3bl 3TOW FPYIIbl MOKHO
pa3fenauTh Ha:

®  gHewtHue, K HUIM OTHOCATCS NEWCTBUS KUOEp-TMpPecTyHUKOB, XaKepOB, UHTEPHET-MOILEHHUKOB,
HEZ00POCOBECTHBIX MAPTHEPOB, KPUMUHATIBHBIX CTPYKTYD.

®  gHympeHHue, K HHMM OTHOCSTCS [EWCTBUS NepcoHajla KOMMAaHWUW, a TakkKe TMoJib3oBaTeeit
JOMaUIHUX KOMIBIOTEPOB. JIEHCTBUS NAHHBIX JIIOAEH MOTYT ObITh KaK YMbILUIEHHBIMHU, TAK W
CJly4alHbIMU.

e Texuuueckuii ¢axrop. Dra rpynna yrpo3 cBs3aHa C TEXHMUYECKHMMH NpodjeMaMu — (U3HUECKOE U
MOpaJibHOE  yCTapeBaHWE  WCIONIL3YIOIIErocs  000OpYAOBaHMS, HEKAYeCTBEHHbIE MPOrpaMMHbIE U
annaparHsle cpeactBa 00padoTku nHpopMauuu. Bee 310 npuBoaUT K 0TKa3sy 000OpYHAOBaHHs W 3a4acTyiO
noTepu UHGOPMaLMH.

e  Cruxuiinblii ¢axkTop. DTta rpynna yrpo3 BkJIOYaeT B ce0Os NPUPOAHbIE KATAKJIM3Mbl, CTUXHIHbLIE
OencTBus U npoune Gopc-MakOpHbIe 00CTOATENLCTBA, HE3ABUCSILIKE OT AESTENbLHOCTH JIFOIEN.

Bce Tpu ncToyHMKa yrpo3 HEOOXOAMMO 00s3aTeNbHO YYUTHIBATH MPH Pa3pabOTKE CHCTEMBI
3alUThl KH()OPMALIMOHHON 0€3011aCHOCTH.

Pa3BuTHE COBpPEMEHHBIX KOMIIBIOTEPHBIX TEXHOJOTHH U CPEJICTB CBSI3M JAa€T BO3MOXKHOCTH
3JIOYMBIIIIJIEHHUKAM HCIOJIb30BaTh pa3IMUHbIe HCTOUHUKH PACTIPOCTPAHEHHS YIPO3:

Nurepuer

['nobanpHas cetb MHTEpHET yHUKaJIbHA TEM, YTO HE SIBJSETCS YbEH-TO COOCTBEHHOCTHIO M HE
UMEET TEPPUTOPHAIBHBIX IPAHULl. JTO BO MHOTOM CIIOCOOCTBYET Pa3BHUTHIO MHOTOYHCICHHBIX
BeO-pecypcoB U oOMeHy uH(popmarmeit. Ceityac 000N YeT0BEK MOXKET MOJYYUTH AOCTYII K
JIAHHBIM, XpaHsmmMces B IHTepHeTe, K cO3aTh CBOM COOCTBEHHBIM BeO-pecypc.

OpHako ATH Ke OCOOCHHOCTH TJIOOATBHOM CETH TPEJOCTaBJISIOT  3JI0YMBIIIICHHHKAM
BO3MOKHOCTh COBEpIIEHUs IPeCTyIIeHHH B VIHTepHeTe, TPy 9TOM 3aTpyaHssS UX 0OHapyKeHue
U HaKazaHUe.

3/I0YMBIIIJIEHHUKN pa3MeINaloT BUPYCHI U JIPYTHe BPEJOHOCHBIE TPOTpaMMBI Ha BeO-pecypcax,
"MackupyloT" UX TOJ MoJe3Hoe U OecmaTHoe mHporpammHoe obecreuenue. Kpome Toro,
CKPHUITHI, aBTOMATHYECKH 3allyCKaeMble IPU OTKPBITUU BeO-CTPAHUIBI, MOTYT BBITIOJHSITH
BPEJIOHOCHBIE JIEHCTBHUS Ha BallleM KOMIIBIOTEpE, BKJIIOYAs W3MEHEHHE CHCTEMHOIO peecTpa,
KpasXy JTMUYHBIX JAHHBIX M YCTAHOBKY BPEIOHOCHOTO HPOrPAMMHOTO 0OECTIeYeHH S,

Hcnonp3yst ceTeBble TEXHOJOTUHU, 3JTOYMBIIUIEHHUKU PEATU3yIOT aTaKd Ha yJIaJ€HHbIE YaCTHBIC
KOMIIBIOTEPHl U cepBepa KoMmMmIaHui. Pe3ynbTaToM Takux aTak MOXET SIBISTHCS BBIBEJCHHE
pecypca U3 cTposl, MOJIy4eHHe MOJHOTo JOCTyIa K pecypcey, a, ClIeoBaTeNIbHO, K HHpopMaluu,
XpaHsIIEeMCsl Ha HEM, HCII0JIb30BaHUE pecypca KaK 4acTu 30MOU-CETH.

B cBa3m ¢ mOSBICHHEM KpPEAWTHBIX KapT, OJJEKTPOHHBIX JCHET W BO3MOXKHOCTBIO HX
UCIIOJIb30BaHus depe3 MHTepHeT (MHTepHET-Mara3uHbl, ayKI[MOHBI, NEPCOHAIBHBIC CTPAHHIIBI
0aHKOB M T.[.) MHTEPHET-MOIIEHHUYECTBO CTal0 OJHUM M3 HauOoyiee pacnpoCTpaHEHHBIX
MPECTYILJICHUA.

Nurpaner

WuTpaHeT — 3TO BHYTPEHHSISI CETh, CIEUATLHO pa3paboTaHHast JUIsl ypaBieHus uH}opmaiuei
BHYTpYM KOMIIAHUM WM, HallpUMep, YacTHOW JoMailHed ceTH. VIHTpaHeT sBISeTCS €IUHbBIM
IIPOCTPAHCTBOM JJIsl XpaHEHUs, 0OMEHAa U JIOCTyIa K HH(OPMAIUH JJIsi BCEX KOMITLIOTEPOB CETH.
[TosTomy, ecnu KakoH-TMOO M3 KOMIIBIOTEPOB CETH 3apaKeH, OCTAIbHBIE KOMITBIOTEPHI



HO/IBEPratoTest OTPOMHOMY PUCKY sapaxenns. Bo usbexarnne BO3HHKHOBCHUS TAKHX CUTYalluH
HEOGXOUMMO 3alUILATh HE TOJLKO MEPUMETD CeTH, HO M KXIbIi OTACIIbHBIH KOMIBIOTED.

I 1eKTPOHHAS M0YTA

Hasmune [OYTOBbLIX llpHJIO)KCHVlf;i le'c\K']“l/ll{ECKH Ha KaxJoM KOMIIBIOTEPE, a TakKXxe TOo, 4TO
BpC,'LOHOCHb[C nporpaMbe MOJITHOCTBIO UCITIOJIB3YIOT epzxerMMoe BJI(‘)KTDOHHI)IX anpecnblx KHHT
LISl BLISIBJEHMS HOBBIX XKEPTB, ofecrieunBacT 01aromnpusTHbIE yCIOBHA JUIA pacnpocTpaHeHUs
BPC/I0HOCHDBIX NPOrpaMM. [lob30BaTeNb 3aPAKEHHOIO KOMILIOTEPA, CaM TOTO HE MOoJ03peBad,
paccpliacT 3apaKeHHbIC lchbMa aapecaram. KOTopbie B CBOIO ouepe/ib OTIPABIAIOT HOBBIC
JapakeHHDIC [THCbMA W T.L Hepesn ciryuan, Koraa 3apakeHHbIH (aisi-IOKyMCHT 10 npHynHe
He0CMOTpa [onajlaeT B CIUCKH pacchbliKK KoMMepueckoil uHpopMali KaKo#-1ub0 KPyHHOH
KOMITaHHH. B yrom cay4ae c*rpaua}m' He 1151Thb, @ COTHH WU JlaXKe ThICAYH a0OHEHTOB TaKHX
pi\CChl.‘]U]\'. KOTOPLIE 3aTEM pil'}Ol[lJ'lIOT '3apa>1<emimc (baﬁllbl JECATKaAM ThICSiYaM CBOMX
aDOHEHTOB.

[TOMHMO YIPO3bI MPOHHKHOBCHHA BPE/IOHOCHDBIX MPOrpaMMm, CYyIECTBYIOT npobaema BHEIlIHEH
HesKe 1aTeIbHONH  T0UThl PEKIAMHOT0 xapaxkrepa (cnama). He sBrsisich UCTOYHHKOM MPAMOH
yIPO3bl. HEKeNaTeIbHAs KOPPECTIOH/ICHITHS  YBETHUHBACT Harpy3Ky Ha MOYTOBbIE CEpBEpd.
co3tacT JAOMOTHUTEIbHBIA TpaduK, 3acopacT HOUTOBBIH SUIAK MOJIb30BATENs, BEET K TOTCPe
paboUero BPeMEHH 1 TEM cAMBIM HAHOCHT 3HAUMTENbHBIN uHaHCOBBIH YPOH.

Tarike BAKHO OTMETUTL. HTO 3M0YMBIIIJIEHHUKH  CTAJHA HCIOJIb30BaTh TaK Ha3bIBAEMbIC
CriaMepeKue TEXHOTOTMU MAccoBoro pacnpocTpaHeHHs U METOb! COIHAABHOTO WH)XUHUPHUHTA,
4TOGBI 3aCTABUTH OH30BATCIS OTKPBITL MCHMO, TiepeiiTH 1o CChLIKe M3 MHChMA Ha HEKUH
pHTEpHET-peCype M T.IL. W3 HTOro ciieyeT, YTo BO3MOXKHOCTH dunpTpanuu crama BaxHbI HC
TolbKO camu 110 cebe, Ho WU NPOTUBOIEHCTBAS HEKOTOPBIM HOBBLIM BWJIaM HHTEPHCT-
MonleHHuyecTBa (Harnpumep, uimary), a TaKKe pACIIPOCTPAHEHHIO BPEJOHOCHBIX IPOIrPamM.
Cnemnble HocHTe M HHopMaHH

CbeMHble HOCHTENW — JIHCKCETBIL CD-aucku, (aem-kapTsl — MIHAPOKO UCIIOJIB3YIOTCS  AIS
XpaHeHust W riepeaatnt HHbOpMAIIHH.

[Ipu 3amycke (paiina, cojepKailero BPEIOHOCHbBIH KO, CO CLEMHOr0 HOCHTENsS Bbl MOXCTC
HOBPEANTH JAHHBIC, XPAHSUIMECS Ha BaleM KOMIIBIOTEPE, @ TaKXkKe PacnpoCTpaHuTh BHPYC HA
,’Ip}THG JINCKH KOMTIIbIOTEpa NJH KOMMNBIOTEPHI CceTH.

Buab! yrpos

Yepou (Worms)

JlaiHas KaTeropus BPCIOHOCHBIX AporpaMM JUTs PacrpoCTpaHeHHs HCIONB3YET B OCHOBHOM
yA3BAMOCTH  OTIEPAIIHOHIDIX cucteM. Haszsanue OTOro Kjacca OBLUIO JAHO MCXOAs M3
CIIOCOOHOCTH  vepBei "nepenonzaTe’ ¢ KOMIBIOTEPA Ha KOMIIBIOTED, MCIONIb3ysd CCTH,
IEKTPOHHYIO TOUTY W JpYTHE uHdOpMALMOHHBIE KaHAMbIL. Taioke Grarojapst 3ToMy MHOTHC
qepiH 001a1a10T /I0CTaTOHO BBICOKOH CKOPOCTBIO PacipoCTPaHCHHA.

Uepsy NPOHUKAIOT HA KOMIIBLIOTED, BBIYHCIISIOT CETEBBIC ajpecad APYTHX KOMIBIOTCPOB U
pPACCHLIAIOT MO ITHM afpccaM cpou Komuu. TTOMHMO CETEBBIX AIPECOB HACTO HCIIOIB3YIOTCS
JaHHBIC AJPECHOH KHHIH MOYTOBBIX wiventoBs. [IpencraBuTenu 3TOTO Kjaccea BPEJOHOCHBIX
NpOrpaMM HHOT/IA CO3AAloT paGoune (ailiipl Ha AMHCKAX CHCTEMBI, HO MoOryT BooOue He
oGpaIl@aThes K pecypeam KOMIbIOTEpa (32 MCKJIIOUEHHUCM OMepaTUBHO} MaMSTH).

Bupycoi ( Viruses)

[TporpaMMbl, KOTOPBIC 3apaKaior Jpyrue MporpamMmbl — J00ABJISIOT B HHX CBOH KO, 4TOOBI
[OYYMTh yNpaBieHue IIpH 3anycKe 3apaKeHHDBIX aitrioB. DTO MPOCTOE orpesieieHHe 1aeT
BO3MOIKHOCTH BBISSBUTH OCHOBHOC JeiicTBHE, BHITONHSAEMOE BUPYCOM — 3apasiceHue.

TpoaHcKue npozpammbol (Trojans)

[IporpamMmpl, KOTOPBIE BHINOMHSAIOT HA TOPaKAEMbIX KOMIBIOTEPAX HecaHKIMOHUPOBAHHbIC
onp3oBareiem JedcTsus, T.6. B JABHCHMOCTH OT  KaKMX-JIHO0 YCTOBHH  YHUYTOKAIOT
uHbOpMAIMIO Ha JIHCKAX, TIPUBOAT CHCTEMY K "aaBHCAHHIO", BOPYIOT KOHQHACHUHATBHYIO
uHdopMalmo U TJL JlanHblil  KJacc BPEIOHOCHDIX nporpamMm He SIBIISETCS BUPYCOM B




TpPaJHLIHOHHOM TTOHUMAHHH 3TOr0 TepPMHUHA (T.€. HE 3apakaeT Jpyrue NporpaMMbl MJIH JAaHHBIC )
TPOSIHCKHE IpOrpaMMbl HEC CIIOCOOHBI CaMOCTOSITEJIBHO TPOHMKATh HA KOMIIBLIOTCPBI U
PacTIPOCTPAHSIOTCS 3JI0YMBIIITCHHUKAMH 1101 BUIOM "MIOJIE3HOr0" NPOrPAMMHOI0 00eCHeUeH s,
[Tpu 3TOM Bpe/, HAHOCUMBIH UMM, MOXKET BO MHOTO pa3 [PEBbIIATL MOTEPH OT TPAJAHLHMOHHOI
BHPYCHOH aTaKH.

B nocrneanee BpeMs HauOosnee pacrnpoCTPaHEHHBLIMHM THUIIAMM  BPEIOHOCHBIX [POIPAMM,
MOPTALIMMH KOMIIBIOTEpHbIE JaHHBle, CTAIM uepBH. Jlajsee Mo pacnpoCTPaHEHHOCTH CIe/1yIOT
BHPYChI H TPOSIHCKHE TporpaMmel. HexoTopble BpeJOHOCHBIE ITPOTPAMMBbI COBMEILAIOT B ceOe
XapaKTePUCTHKHU ABYX HJIM Jake TPEX W3 MEePeuHCICHHBIX BbILIE KJIACCOB.
Hpozpammei-pexnamor (Adware)

[TporpaMmHBIHi Koz, 6€3 BeaOMa MOJIb30BaTE/s BKIIOYEHHBIH B MPOrpaMMHOE OOecreucHue ¢
[eJIbIO JIEMOHCTPAlMU PeKJIaMHbIX 00bsiBIeHU. Kak 11paBuiio, porpaMMbl-peK1aMbl BCTPOCHb
B NporpamMMHoe oOecreueHue, pacrnpocrtpansionieecs OecruiaTho. Pekiama pacnosaraeres B
pabouyeM wuHTepdeiice. 3avacTyio JaHHBIE IPOrpamMMbl TakXKe COOMPAIOT M IEPElpPaBIsior
cBoeMy pa3paboTUMKy MEPCOHAIBLHYIO HHPOPMAIMIO O TOJb30BATE/IE, U3MEHAIOT pasjidyHbie
napameTpsl Opay3epa (CTapTOBbIE M IOHCKOBBbIE CTPaHMIlbl, YPOBHH O€3011aCHOCTH M T.JL). &
TaK)Ke CO3/1al0T HEKOHTPOJIMPYEMBIH MoJib3oBaresieM Tpaduk. Beer 910 MOKET MPUBECTH KAK K
HAPYLICHHUIO MOJUTUKK O€3011aCHOCTH, TaK U K MPAMBIM ()MHAHCOBBIM MOTEPAM.
Ipozpammepi-uunuonot (Spyware)

[Tporpammuoe ofecriedyeHre, MO3BOMSAOMIEC CcOOMPATh CBEJACHHS 00 OTACIBLHO  B3STOM
[07B30BATENIC WK opranusauu 0¢3 ux seaoma. O HaJIHUYMM [POrPAMM-LIMTHOHOB HA CROEM
KOMITBIOTEPE BBl MOXETE€ M He JorajpiBarbes. Kax MpaBHIO, LEAbIO MPOrpamMM-IHITHOHOB
SABIISICTCS:

L OTCNEKHUBAHME NEHCTBUH MOJIL30BATENSA HA KOMTILIOTEPE!

L] 060p MHq)OpMaIlHM 0 COJICpXKAHUKU KECTKOro JMCKA, B 3TOM CAy4aeT Haule BCCIO pcib HWACT O
CKAHUPOBAHHWH HEKOTOPbIX KATAIOrOB #HW CHCTEMHOr0 peecTtpa ¢  UCAbIO  COCTABJICHHS  CHMCKA
nporpaMmMHoOro 066CﬂClI€HHﬂ, YCTaHOBJIEHHOIO Ha KOMMbIOTEPE,

e cOop MH(OPMALMK O KAyecTBe CBA3H, crocode NOUKIIOUYEH s, CKOPOCTH MOAEMa U T.A.

ITomenyuanvHo onacusie npunodcenus (Riskware)

[IporpamMmHOe oOecrieyeHne, KOTOpoe He UMEET KaKo#-1ub0 BpeLOHOCHOH QYHKIMH, HO MOKET
ObITh HMCIOJIB30BAHO 3JOYMBIIUICHHHKAMH B KaueCTBE BCIOMOIATE/ILHBIX KOMIIOHEHTOB
BPELOHOCHOM IIPOTrpaMMBbl, MOCKOJIBKY CONEPKHUT Opeltn 1 oluOKU. [IpH HEKOTOPBIX yC/I0BHSAX
HaJIMYHUEC TaKHX IIporpaMM Ha KOMIIBIOTCPE [OABEpracT BalllHd JaHHBIC PHCKY. K Ttakuwm
IporpamMMamM OTHOCSITCS, HAlpuMep, HEKOTOPbIC YTHJIHMTBI YJaJCHHOTO aIMHHHCTPHPOBAHMS,
MpOrpaMMbl aBTOMATHHYECKOTO Mepek/ouenns packiaaky iapuatypbl, [RC-gkaumenrer FTP-
cepBepa, BCEBO3MOXKHBIE YTHIIMTHI AJIsi OCTAHOBKH I1IPOLIECCOB M CKPBITHS HX PadOThI.

Euie 0/IHUM BH/IOM BPEAOHOCHBIX [IPOrPaMM, SIBJISIIONIMMCS OTPAHUYHBIM JUTS TAKHX TIPOTPamM
kax Adware, Spyware u Riskware, sBASIOTCS POrpamMMBbl, BCTPAMBAIOIIHMECS B YCTAHOBICHHbIH
Ha KOMITbIOTEpe Opay3ep U nepeHarnpasisione Tpaguk.

Ilpozpammei-utymru (Jokes)

[TporpamMHoOe obecreucHue, He NPUUHHSIONIEE KOMITBLIOTEPY KAKOro-JIMOO MpsMoro Bpeid. Ho
BBIBOJSAIIEE COOOIIEHUS O TOM, 4TO TAKOH BpE/l YiKe IPUUMHEH, JTHO0 OyaAeT MpHUHHCH [1PH
Kakux-JIH00  ycnoBusix. TakMe [porpaMmbl  4acTo  MPEAyNpeRkaaloT  [oJb30BaTCls O
HECYIIECTBYIOLIEH OMACHOCTH, HANpuUMep, BBIBOAAT cooOleHHs o (opmaTupoBalum HcKa
(XOTs HHKAKOro (opMaTHpPOBAHHS HA CAMOM /I€JIE HE MPOUCXO/HT), OOHAPYKHBAIOT BHPYCLI B
He3apaKeHHBIX (aitiax u T./1. '

ITpozpammer-mackuposujuru (Rogtkir)

VTUIMTBI, HCHOJb3YEMbIC JUIS COKPBITHS BPEAOHOCHOH aKTHBHOCTH. OHM  MACKHPYIOT
BPEJIOHOCHBIE [TPOrpaMMBbl, 4TOOBI H30ekaTh X OOHAPYKEHHs aHTHBHPYCHBIMH [IPOIPAMMAMH.
[TporpaMmbI-MacKHpPOBIIMKH MOAH(GHUIMPYIOT OMEPAIlMOHHYIO CHCTCMY Ha KOMIILIOTCPE U
3aMEHSTh OCHOBHbBIC €€ (YHKIIHH, 4TOOBI CKPBITH CBOE COOCTBECHHOE MPHUCYTCTBMC H JICHCTBHA.
KOTOPBIC .IIpCLalHHl/IMaCT 3JIOYMBIIJICHHHK Ha 3apaK€HHOM KOMITBIOTEPC.

ITpouue onacuvie npozpammei
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[Tporpammbl, CO3/1aHHbIe JUIS opraHu3aliii DoS-aTak Ha ylalleHHBIC CCPBEpA, B3/IOMa JIPYruX
KOMITBIOTEPOB, a TAKXKeE SBIISIIOIIHECS YacThio CpeJibl pa3paboTKH BPEIOHOCHOIO HPOIPAMMHOIO
obecreuenns. K Takum mporpammam oTHocstes  xakepckue ytuauthl  (Hack  Tools).
KOHCTPYKTOPhI BHDYCOB, CKAHEPBI YSI3BUMOCTEH, MPOrpamMMbl JUls B3JIOMA 11apOJIEH. NPOUHE
BHJIBI TPOrPAMM JUISI B3JIOMA CETEBbIX PECYPCOB MM MPOHUKHOBEHHMS B aTAKYEMYIO CHCTEMY.
XaKepcKue aTaKu

Xakepckde aTakd — 9TO JICHCTBHs 3JOYMBIUUICHHHKOB HJH  BPE/JOHOCHBIX  [POIpamm.
HANpaBJEHHbIE HAa 3axBaT MH()OPMALMOHHBIX JIAHHBLIX YIAICHHOTO KOMMLIOTEPA, BLIBCACHHC
CHCTEMBI M3 CTPOS WK MOJIyYECHHE MOJIHOTO KOHTPOJIsl Hal pECypCaMu KOMIIBLIOTEpA.

HekoTopplie BHABI HHTEPHET-MOLIEHHHYECTBA

@uuwunz (Phishing) — BUJ WHTEPHET-MOIIEHHMYECTBA, 3AKIIOYAIOUMHCA B PACCHUIKC
91EKTPOHHBIX COOOIUEHHMIl C LENbI0 KPaXH KOH(UICHUMATbHON MHAOPMAIlMK. KAK [PABHIIO.
hunancoBoro xapaktepa. OUIIMHI-COOOLUCHHMSI COCTABIAIOTCSA — TAKUM 00pazoM, 4TOObI
MAKCHMAJIBHO MOXOANTh HA MH(OPMALMOHHbIE [1MCbMa OT OAHKOBCKMX CTPYKTYp, KOMMalivi
W3BCCTHBIX OpennoB. [lucbMa colepikar CChUIKY Ha 3aBEAOMO JIOKHBIA CadT, CICUMAILHO
[1O/IrOTOBIEHHBI 37J0yMBIILIEHHUKAMH W ABJISIOWMACS KOIMEH CaiTa OpraHu3allnu, o1 SAKOObI
MMEHH KOTOPOM TNpHLUIO MucbMO. Ha JaHHOM caidrte noJb30BaTejio MpeilaracTes BBCCTH.
HAIIPUMED, HOMEP CBOCH KPEAHTHON KApThbl M APYIYIO KOHPHACHUHAILHYIO HHPOPMALHIO.
J10360H HA nAamHble UHMEPHem-pecypcsl — BHIL MHTCPHET-MOLUCHHHYECTBA, CBA3AHHbI ¢
HECAHKIIMOHMPOBAHHBIM HCIIOJIB30BAIHEM TUIATHBIX HHTEPHET-PECYPCOB (Malue BCEro 5710 Beb-
caifTbl MOPHOTrpadHUYECcKOro CoAepiKaHus). Y CTaHOBJICHHBIC 3JI0YMBIIUICHHHKAMH MPOTPAMMBbI
(dialers) HHHIMEPYIOT MOJEMHOE COEMHEHHE ¢ BAIICIO KOMITLIOTEPA Ha I1aTHbLH Homep. Hae
BCEr0 HMCIMOJB3YeMbIe HOMEPA MMEIOT OYEHBb BBICOKME Tapu(bl, B pesyibTare 1101b30BaTCIb
BBIHY?K/ICH OTLIQUMBATh OFPOMHBIE TeICOHHbIC CHeTa.

Hagsazuugan pexiama

Hassi3unBas peKjama — 9TO BCIUIBIBAIONIME OKHA M PEKJIaMHBIC OaHHEPBI, OTKPLIBAIOILACCS 1IPH
pabote ¢ BeG-caiitamu. Kak npasuiio, nipopmariis, CoaepiKaiascs B Hux. He ObIBACT MOJIEC3HOM.
JIeMOHCTpallHs BCIUILIBAIOLIMX OKOH M GaHHEPOB OTBICKACT HOJB30BATC/IA OT OCHOBHLIX 30144,
yBeJIHUHBaeT ooheM Tpaduka.

Cnam (Spam)

ChaM — 5TO AHOHMMHAS MaccoBas pPAacChUIKA HEXeNaTelbHbIX MOUYTOBBIX COOOHICHUI. Tak.
CaMOM SIBIISFOTCSL PACCHUIKM  PEKIAMHOI0, MOJMTHYECKOIO M alUTAlMOHHOIO  XapakTepa,
IMCbMA, TPH3BIBAIOIIME MOMOUYbL KOMY-HHOYIb. OT/ENbHYIO KAaTEropHio Criama COCTaBalor
MUCbMa C TPEUIOKEHUSIMH OOHATHUNTL OOJbIIYIO CyMMY JICHEI MM  BOBJCKAIOUIMC B
DUHAHCOBGIE MHPAMU/IbI, @ TAKKKE IIMCbMA, HATIPABICHHLIC HA KPAKy Mapolieii H 110MEpOB
KPeJMTHBIX KapT, IMCbMA ¢ MPOChOOH MepeciaTh 3HAKOMbIM (HAIPUMEp, MHChMA CHaCTbsl) U
1. 1. CnaM CyHIECTBEHHO YBEJIMYHMBACT HAIPY3KYy HA [10YTOBBIC CCPBEpA M MOBBILLIACT PHCK
norepd HHGOPMALIMHI, BAXKHON IS O/I30BATEIA.

IIpu3Haky 3apakeHust
EcTb psill NpH3HAKOB, CBHJIETE/ILCTBYIOMIUX O 3apPAKEHHH KOMIIBIOTEPA. Eciu BbI 3ameyaeTe, 4to
¢ KOMIIBIOTEPOM MIPOUCXOST ""CTpaHHbIe" BEllH, & UMEHHO:
e Ha OKpaH BbLIBONATCA HEMPEAYCMOTPEHHbie  cOOOWeHNs,  H300pamcHms AnGO  BOCIIPOH3BO/ATCA
HCINPEAYCMOTPCHHBIC 3BYKOBBIC CHIHAJIBI, k
e HEOKHIAHHO OTKpbIBAETCS W 3akpeiBaetcs 1010k CD/DVD-ROM-ycTpoiicrsa:
L NMpOU3BOJIbHO, 0e3 Balero yllaCTHgI'. Ha BaLIEM KOMIILIOTEPE 3aMyCKalOTCH kakue-1u00 [porpamMmbli:
e Ha 3KpaH BbIBOAATCS MPCAYNPEKACHHSA O MONLITKE KaKOM-11B0 M3 NPOrpaMm BaLIEro KOMNbIOTEPA BbIHTH
B HHTCpHCT, XOTsl Bbl HUKAK HE HHHLIMKMPOBAJIK TAKOC €e MOBCACHHE,
TO, ¢ GOJBLION CTENEHBIO BEPOSITHOCTH, MOXKHO [IPEAIIOIOAKHTD, YTO BALl KOMIBIOTEP HHOPAKCH
BHPYCOM.
KpoMme TOro, €cTh HEKOTOPBIE XapaKTePHbIC NPU3HAKH MOPAXEHHS BAPYCOM Hepes HOUTY:
L4 APY3bsi UJTA 3HAKOMbIC roBOpsAT BaM O CcOOOULIEHHUAX OT Bac, KOTOPbIC Bbl HC OTNpaBJsjin;




e B BalleM MOUYTOBOM ALLMKE HAXOAMTCS OOMBLIOE KOJUYECTBO COODLIEHHHA fe3 obpaTHoro aapeca M
3aro/10BKa.

(‘."IC,'I}CT OTMETUTL, UTO HE BeCerjla Takue TMpHU3HAKH BbI3BIBAIOTCSA TPUCYTCTBUEM BUPYCOB.
Muor;ia OHW MOIYT ObITh CJICACTBHEM JAPYIHX IPUYHH. Hanpumep, B ciydae ¢ TMOYTOH
';apa‘,xemlble co00IEeHUs MOIyT paccbhl1aThCA C D’aLUMM O6paTHbIM agpecoM, HO HC C Baucro
KOMITbIOTEPA. ‘
EcTh Takxe KOCBEHHDBIC TTPU3HAKH 3apawcCHuA BaLIErO0 KOMITLKOTEPA!

e uactbic 3aBucanus n cboun B paboTe KOMNbIOTEPA,

o vejIcHHas paboTa KOMITbIOTEPa MPH 3aMyCKe NpOrpaMm;

e HEBO3IMOKHOCTB 3ArPY3KH ONEPALMOHHON CUCTEMDI,

e ucuesHoBeHMe (aiinios W KATAIOTOB W HCKAKEHHE HX CONEPXKUMOTO;

e uacToe OGpALLEHHe K KECTKOMY JIHCKY (HACTO MUIAcT JlaMMotka Ha CHCTEMHOM 6n0oke);

o peG-Opaysep (nanpumep, Microsoft Internet Explorer) "3asucaet" unu Beaet cebsl HEOKMAAHHBIM obpazom

(Hanpumep, OKHO MPOTPaMMbl HEBO3MOKHO 3AKPLITE).

B 90% cayuaeB Halduue KOCBEHHBIX CHMIITOMOB BbI3BAHO cboem B aniapaTHoOM HIH
POIPAMMHOM 00ECIICUEHNH.

JledicTBHSI NPH HAJHYHH NPpU3HAKOB 3apaKEeHHsI:
Feiu Bbl 3aMETHIIH, UTO Balll KOMAbIOTEP "BeaeT ceds MOA03PUTENBbHO",

| OTKAIOUMTE KOMIIbIOTEP OT MHTEpHETa 1 JIOKA/IbHOI CETH, €CJIH OH K HeH ObUT NOAKIIOUEH.

2. EC/M CUMITOM 3apakeiius COCTOMT B TOM, TO Bbl HE MOXETE 3arpy3uThesl ¢ XKECTKOro Aucka KOMIbOTEPA
(KOMITBLIOTED BbIAACT OLIMOKY, KOT/1a Bbl €10 BKIIHOUAETE), nonpo0yiTe 3arpy3uThCst B PEKUME 3aLLUThL OT
¢6oeR WM ¢ AMcKa aBapuitHoil 3arpyskn Microsoft Windows, KOTOPbIH Bbl CO3laBanu MPHU YCTAHOBKE
ONEPAUHOHHON CHCTEMbI Ha KOMIBIOTEP.

Ilpekae uem npeanpuHUMaTh KaKme-1M00 AeiiCTBIs, COXpaHUTE pe3y/ibTaThl Ballei paboThl Ha BHELLIHWH
nocutens (muekery, CD-auck, Gaet-KkapTy v ip.).

4. YcTanoBHTE AHTHBHPYCHYIO MPOIPaMMy, €ClIH Bbl 3TOTO €lle He Cacan.

OBHOBITE CHIHATYPY YIPO3 NPOrpamMMbl. ECIH 3TO BO3MOXKHO, [UIS MX MOJYHCHHS BBIXOLHTE B MHTEpHeT
He CO CBOCTO KOMIBIOTEPA, @ ¢ HE3apaKeHHOro KOMMbioTepa Apy3ei, uHTepHeT-kade, ¢ padoThl. Jlyuie
BOCIIO/b30BATLCA APYFUM KOMMBIOTEPOM, MOCKOIbKY MPH MOAKIOYEHNUH K MHTEPHETY C 3apaKCeHHOTO
KOMTIbIOTEPA €CTh BEPOATHOCTL OTNPaBKW BHPYCOM BaXKHOH HMHGPOPMALUU 3JIOYMbILIEHHUKAM UK
pacipoCTpaHeHus BUpYCa 1o anpecam paieil agpecHoil kKHUrn. MMEHHO MO3ITOMY MpH MOAO3PEHUH Ha
3apakeHue Jyullie BCEro cpasy OTKIIOUHTHCS OT HHTCPHETA.

6. 3arycTuTe MOJIHYIO MPOBEPKY KOMAbIOTEPA
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IMpoduaakTHka 3apaKeHHs

Hukakue camble HA[ACKHBIC U Pa3yMHbIC MEPBI HC CMOTYT 00€eCIeyUTh CTOMPOLIEHTHYIO 3alIUTY
OT KOMITBIOTEPHBIX BHPYCOB M TPOSIHCKHX ITPOTPAaMM, HO, BhIpaboTaB JUls ceds psil IIPaBUIL, BbI
CYLIECTBCHHO CHU3HTE BEPOATHOCTH BUPYCHOM aTdKu U CTENCHb BO3MOXKHOTO yiep0a.

OMHAM U3 OCHOBHBIX METOIOB GOPbObI ¢ BUPYCAMH SABJIACTCS CBOCBPEMEHHAA npoPUIAKMUKA.
KommnbioTepas NpoQuIakTHKa COCTOMT H3 HeGOJIBIIOr0 KOMHUYECTBA MPaBHII, COOIMOIeHHEe
KOTOPBIX 3HAUMTEIBHO CHWKAET BEPOATHOCTL 3apaXKCHHA BHPYCOM U TMOTEPH KaKHUX-IHOO
JIAHHBIX.

MHeTpyKLMst VTSt LUKOJIbHOIO a/IMMHHCTPaTopa JIBC, nozposisronas u3derars BUPYCHBIX aTak.
1. 3quumums KOMAbIOMEP ¢ NOMOUBIO AHMUBUDYCHBIX NPOZPAMM U NpOCpAMM bezonacnot
pabomoi 6 unmepneme. J1nst 1010:

e  Be3oTiaraTenbHO YCTAHOBUTH aHTUBHPYCHYIO MPOTpaMMy.

e PerynspHo OGHOBSTL CHIHATYPbI YIPO3, BXOAALLMWE B COCTAB MPOTPamMMBbl.
2. Obimb OCMOPOICHBIM NPU 3ANUCU HOBbIX OAHHBIX HA KOMRbIOMED:

e [IpoBepsTb HA NPUCYTCTBHE BUPYCOB BCE CheMHbIE INCKH (auckeTsl, CD-auckH, (reur-KapThbl U np.) nepei
UX MCTOJTb30BAHKEM.

e OcToporHO 00pallarbes ¢ nouTOBbLIMH coobuennsimi. He 3anyckarh HMKakux (ailios, npuLieaux no
HOUTE, eCNH Bbl HE YBEPEHbI, YTO OHM ACHCTBHTENBHO AOMKHBI ObinK NPUHTH K BaM, J@KEe eCiih OHH
OTINPABJIEHbI BALIMMH 3HAKOMbIMH.




e BHUMATEILHO OTHOCHTLCA K WHpOPMALMH, MOJYy4aeMOil H3 HHTEpHETa. Ecau ¢ KE}KOI‘O-HHGO BeO-caiita
BAM NpeUlaraeTes yCTanoBUTh HOBYIO Mporpammy, oOpaTuTe BHUMaHHE HA HAJIMUKE y HEE ceprudukara
0€e30MacHOCTH.

o [lpu KOMUPOBAHUM U3 UHTEPHETA WK JIOKAIbHOM CETH ucnonuseMblit haits, 0643aTenbHO MPOBEPSTH €ro ¢
[OMOLLBIO AHTHBUPYCHON NPOTPaMMBbi.

e BrumaTesbHO OTHOCHTHCS K BBIGOPY MoCelIaemMbIX HjiTEpHET-pecypcos. Hekoropeie 13 caifToB 3apaxeHbl
ONACHBIMU CKPUTIT-BUPYCAMM MM HHTEPHET-UEPBAMIL.

3. noavzosamecs  cepsucom Windows Update v perynsipHo yCTaHaBIHBaTh 0OHOBIIEHUS
onepatmonHoii cucteMbl Microsoft Windows.
4. nokyname OUCmpudymugHole KOnUU NPOZPAMMHO20 obecneuenus y 0uyUanbHbIX NPOOAGYHOS.
5. oepanuuume  Kpye a100eu, OONYWeHHblx K pabome Ha KOMAblOmepe  CUCMEMHOO0
aomurHucmpamopd.
6. yveHbuuUmMs PUCK HENPUSIMHBIX noCIeOCMBUU 803MOIICHO20 3APAICEHUSL,

L4 CBOCBpCMeHHO Jejarbh pe3epBHOC KOMUPOBAHHUE JaHHbIX.

e (o031aBaTh IWCK aBapUMIHOTO BOCCTAHOBIECHMA, C KOTOPOro TpH HEOOXOAUMOCTH MOXKHO Oynert
3arpy3UTLCA, HCMOJIB3YA "UHCTYIO" ONEPaLHOHHYIO CHCTEMY.

7. pecyAspHO nPOCMAMPUBAMb CRUCOK YCMAHOBAEHHBIX NPOZPAMM HA KOMNBIOMEPAX. Jlnst aTOrO
BhI  MOJKETE BOCIOJIB30BATHCA MYHKTOM YCTaHOBKa/yaalleHHe MNporpaMm B IManeau
MHCTPYMEHTOB WJIH TPOCTO NMPOCMOTPETH COJCPKUMOE KaTaiora Program Files, xaramora
aBTO3arpy3KHu.




